Abstract-Security is the main concern and bottleneck for widely deployed wireless applications due to the fact that wireless channels are vulnerable to attacks and that wireless bandwidth is a constrained resource. In this sense, it is desirable to adaptively achieve security according to the available resource. In particular, mobile ad hoc networks (MANETs) based on cooperative communication (CC) present significant challenges to security issues, as well as issues of network performance and management. In this paper, we focus on authentication and topology control issues. Although authentication and topology control are separately studied in most existing works, they are, in fact, closely correlated in MANETs. For example, both authentication and topology control schemes have significant impacts on throughput. In this paper, we jointly consider authentication and topology control. Specifically, we analyze the effective throughput with upper layer authentication schemes and physical-layer schemes related to channel conditions and relay selections for CCs. A joint authentication and topology control (JATC) scheme is proposed to improve the throughput. JATC is formulated as a discrete stochastic optimization problem, which does not require prior perfect channel status but only channel estimate. We also mathematically prove the tracking convergence property and the convergence rate of the discrete stochastic optimization approach in this paper. Simulation results show that our scheme can substantially improve throughput in MANETs with CC.
I. INTRODUCTION
R ECENTLY, cooperative communication (CC) has been considered as a promising technique to improve transmission reliability over the ever-challenging wireless medium [1] , [2] . CC exploits user diversity to emulate multiple-antenna systems, making use of the broadcast nature of the wireless medium by relaying the overheard messages from the source to the destination. Although CC brings significant benefits, it also raises serious security issues. For example, it is possible for malicious nodes to join the network and relay unsolicited information to the destination, thereby compromising the network. As the front line of defense, authentication is crucial for the security design [3] - [5] . Since multiple-hop communications are used in mobile ad hoc networks with CC (CC-MANETs), not only end-to-end (e2e) but also hop-by-hop (HBH) authentication and message integrity are required to protect the network from tampering with and forging of packets by malicious nodes.
Security has become the main concern and bottleneck for widely deployed wireless applications [6] . This issue can be seen in two aspects: First, the open shared access medium is vulnerable to attacks. Second, the wireless resources are stringently constrained. In particular, CC-MANETs present more challenges to secure routing, key exchange, and management, as well as intrusion detection and protection [7] - [9] . These challenges are attributed to the peculiarities of MANETs, such as multihop routing and packet forwarding, lack of infrastructure, dynamic topology, and node cooperation.
Security always comes with a price in terms of performance (e.g., network throughput) degradation [10] . It is desirable to adaptively achieve security according to the available resource without much performance degradation in the network. Topology control is a scheme that optimizes network performance in a network-wide perspective. Since the major activities involved in self-organization are neighbor discovery and topology organization, topology control is an important issue in MANETs, where topologies are changing over time as nodes are moving and adjusting their transceiver parameters all the time. The dynamic topology in MANETs has significant impact on the quality of service (QoS), particularly for the e2e throughput in MANETs. Topology control is referred to as selecting a set of neighbors to establish logical links and dynamically adjust the transceiver parameters [11] . Most existing topology control 0018-9545/$31.00 © 2012 IEEE schemes are focused on adjusting the physical (PHY)-layer or medium-access control (MAC)-layer parameters, such as transmission power and interference, to improve the overall network performance, such as energy consumption [12] , interference [13] , [14] , and network capacity [15] for MANETs. Recently, some security-aware topology control schemes have been studied in [16] and [17] . They try to exclude malicious nodes in the network topology while maintaining connectivity, thus minimizing the harm to the network. Indeed, topology control has been exploited to form a trusted network for key distribution, routing, and network coding [18] - [20] . However, security is not a single-layer issue. It should be considered spanning over the entire protocol stack for the overall network performance improvement.
Although security, topology control, and CC are separately studied in most existing works, they are, in fact, closely correlated in MANETs, e.g., security schemes such as authentications consume significant network resources (e.g., wireless bandwidth) and consequently decrease network throughput in MANETs [10] . In this sense, security and throughput are conflicting aspects to some degrees. This problem will be more severe with the introduction of CC in MANETs.
Since topology control can be used to improve network throughput performance [11] , we jointly consider security and topology control for CC-MANETs in this paper. To jointly design topology and authentication, a closed-form equation for the effective link throughput under an authentication protocol is derived, which depends on cross-layer network configurations. Then, we propose a joint authentication and topology control (JATC) scheme to adaptively tune the network configurations to optimize the effective throughput and the efficiency of authentication protocols for CC-MANETs. In addition, most existing topology control schemes assume that the wireless channel is perfectly known. However, in practice, it is difficult to have perfect knowledge of a dynamic channel [21] , [22] . Therefore, we only use the channel estimate in our scheme. The system is formulated as a discrete stochastic optimization problem, which can be solved using a stochastic approximation approach [23] - [26] . Simulation results are presented to show that JATC can substantially improve the throughput with authentication and integrity protection in CC-MANETs.
The remainder of this paper is structured as follows: Section II describes the system model and the authentication protocol. With the throughput analysis in Section III, JATC is presented in Section IV. This problem is then solved by a discrete stochastic approximation approach in Section V. Simulation results are presented and discussed in Section VI. Finally, Section VII concludes this study.
II. SYSTEM MODEL FOR TOPOLOGY CONTROL AND THE AUTHENTICATION PROTOCOL
To jointly consider security and topology control, in this section, we first present the system model for topology control and then introduce an authentication protocol that can be used in CC-MANETs.
A. System Model for Topology Control
In general, a network topology can be described as a graph G(V, E), including all its nodes V and link connections E among them. Network topology control is essentially to determine where to deploy links and how links work to form a good topology, which can optimize some global network performance while preserving some global graph property (i.e., connectivity). Since it is difficult to collect the entire network information in MANETs, topology control in such networks should be resolved by distributed schemes, which are executed by each individual node to optimize all the neighboring connections. Usually, a general distributed topology control problem is modeled as
connectivity to all the neighbors (1) where G N (V N , E N ) denotes the neighborhood graph obtained by each node. The aforementioned topology control problem contains three elements, which are denoted by a triple M, P, O [27] . M presents the network model; P represents the desired network property, which is often the network connectivity constraint; and O represents the optimization objective, which is determined by f in (1). Each topology control has its own set of rules to connect the network. A good topology G * N is constructed from the original topology G N . How good the output topology is strongly related to the optimization objective in (1) . The objective of topology control is achieved by adjusting some controllable parameters that affect link status, such as transmission power, antenna direction, channel assignment, cooperative level, and transmission manners. Considering that CC may improve communication reliability and efficiency [1] , transmissions in a MANET may be one of the following: direct transmissions (DTs), multihop transmissions (MTs), and CCs. In CCs, the destination node decodes a combined signal from the source node and the relayed signals of interest from assistant relays. In this paper, a decode-and-forward (DF) scheme is used. The other two types of transmissions can be regarded as special cooperative transmissions. A DT utilizes no relays, whereas an MT does not combine signals at the destination. Therefore, the selection of the transmission manner and the selection of the relay node comprise a wireless link and thus determine the network topology in MANETs. A link refers to a logical connection for two neighboring nodes working possibly in one of the three transmission modes. The best type of transmissions and the best relay node can be determined according to the current channel conditions. In this paper, we consider only dual-hop transmissions since dividing a neighboring link into too many hops may introduce more duplicates of packets in the network and thus decrease network capacity according to [28] .
In distributed topology control, every node independently executes the algorithm to determine the neighboring connections, which are the main element in a network topology. The entire network connectivity is preserved in an HBH manner. Suppose that the original topology G(V, E) is connected (e.g., the transmission range is set to be sufficiently large). By preserving all the neighboring connections in E (i.e., the connection can be configured to use DT, MT, or cooperative transmission), the entire network connectivity is maintained.
B. Authentication Protocol
A computationally efficient protocol for e2e and HBH integrity verification and authentication based on hash chains has been proposed [5] . It combines concepts of interactive signatures and Merkle Trees [29] to design a lightweight mechanism that is adaptive and flexible to the limited resources of mobile devices.
A hash chain [30] is a successive application of any cryptographic hash function H(x) by hashing a random seed variable x. It is recursively and sequentially calculated by
in a hash chain of length i. The hash chain is usually applied in an opposite sequence since h i will not be revealed without h i−1 . In the authentication protocol, the last element of the hash chain, i.e., the anchor h i , is initially provided by the owner to the verifier. The verifier can confirm the authenticity of the owner with h i−1 by subsequently hashing h i−1 .
A Merkle Tree is a binary tree of hashes with the leaves as hashes of data messages and nodes as the hashes of the concatenation of their respective children. The root of the Merkle Tree, which is calculated by its leaves and nodes, is used as presignature information. To independently authenticate each message, the message m j , the root r of the Merkle Tree, and a set of complementary branches {B c } are required. Take the Merkle Tree in Fig. 1 as an example. To authenticate m 2 , the sibling node of the nodes on the path from m 2 to r should be included in {B c }. In this case, {B c } = {b 00 }. The verifier recalculates r with {B c } and m j . Message m j is authentic if and only if the recalculated value matches the root r.
The operation process of the protocol begins with an initial handshake to exchange the anchors of hash chains. As shown in Fig. 2 , the protocol consists of a four-way packet exchange for each signed data message m j . The signer establishes a signature Merkle Tree before the four-way exchange. Let S1, A1, S2, and A2 denote the packets in the four-way exchange, respectively. In Fig. 2 , the S1/A1 packet consists of the root of the signature/ acknowledgment Merkle Tree r and a fresh hash-chain element of the signer/verifier. The signer and verifier maintain their own signature and acknowledgment hash chains to identify themselves. Message m j is disclosed in S2, along with a set of complementary branches {B c }. On receiving S2, the verifier obtains messages m j and {B c } and uses them to regenerate the Merkle Tree root. Comparing this root with the received r in S1, message m j is authenticated, and its integrity is verified. An index x i and a secret s i are contained in A2 to identify message m j . Herein, the set of complementary branches {B c }, which logarithmically increases with the number of the signed data messages in a Merkle Tree, enables the verifier to independently authenticate each message. Thus, throughput, buffer memory, hash calculations, and latency are subject to the size of signed data blocks. Note that CCs occupy two time slots in the transmissions. The packets in the protocol, including S1, A1, S2, and A2, are broadcast to the relay and the verifier in the first time slot. The relay forwards them to the verifier in the second time slot. The signals are combined to decode the information at the verifier.
Moreover, the susceptible and fluctuating wireless channel necessitates the adoption of techniques such as automatic repeat request (ARQ) for reliable transmissions. The transmissions of A2 packets enable some ARQ retransmission schemes [31] to be adaptive to dynamic channel conditions, which is discussed in the next section.
III. THROUGHPUT ANALYSIS
The authentication protocol provides throughput adaptation in its configuration. As the study in [5] , the total amount of payload transmitted with a single presignature (i.e., S1/A1 exchange as shown in Fig. 2 ) is expressed by
where s packet is the packet size, s h is the hash size, and n is the size of the Merkle Tree. A tradeoff between the signed payload of S2 packets in a Merkle Tree and the additional signature data accompanied with S2 packets is necessarily considered, as the size of the set {B c } of complementary branches logarithmically grows with the number of data chunks (S2 packets) in Merkle Tree. When this set approaches packet size s packet , s payload drops to zero.
We are interested in the throughput performance of the protocol. To improve its reliability, an ARQ scheme is needed. As selective-repeat (SR)-ARQ has been proven to outperform other forms of ARQ schemes, we use SR-ARQ in the study. Detailed studies of ARQ schemes are beyond this paper. The throughput is defined as the average rate of successfully message delivery over a communication channel.
The average number of transmissions needed for one packet to be successfully accepted by the destination is
where
and is the bit error rate (BER). According to [31] , we can then calculate the throughput of the authentication protocol with SR-ARQ by
where T 1 and T 2 are the transmission time needed for an S1/A1 and S2/A2 exchanges for s payload , respectively. As shown in Fig. 2 , multiple S2 packets are transmitted, following an S1/A1 exchange. The S1/A1 initial presignature process can be regarded to work in a basic stop-and-wait ARQ mode, where an S1 packet is transmitted by the source, processed, and replied to with an A1 packet by the destination. Time T 2 is taken by message transmissions in the SR-ARQ mode. The throughput expressions are different for the three types of transmissions, as previously mentioned in Section II-A.
1) DTs:
In DTs, two nodes are involved in the transmissions and packets directly go from the source to the destination. Accordingly, we derive T 1 and T 2 , respectively, as follows:
where IFS denotes interframe space between two consecutive packets [32] , and t is the frame transmission time.
The BER for the calculation of the probability p c in (3) is
where γ is the receive signal-to-noise ratio (SNR). Let S, R, and D be the source, relay, and destination. Given γ SD , γ SR , and γ RD for the links among them, we get SD , SR , and RD , respectively. Then, we obtain the throughput of DTs
2) MTs: MTs require another node to act as forwarder, and packets are transmitted via two hops. Then, we obtain the throughput for MTs
3) Cooperative Transmissions: The destination requires both the signals from the source and the relay to decode the information in CCs. Usually, these two signals are transmitted in a separate consecutive time slots [2] . Consequently, we get the throughput of cooperative transmissions in DF mode as follows:
where p SRD c is the combined signal decoding correct rate at the destination [33] . The BER for p SRD c calculation in (4) is
where P SR out is the outage probability for the link from source S to relay R and given by
and the BER for the combined signal decoding at D is
We usually use the outage capacity [34] , which supports a data rate in a related small outage probability ε, to present data rate r in (13), with an outage probability given by
IV. JOINT AUTHENTICATION AND TOPOLOGY CONTROL
In the sense that an authentication protocol is used to secure communications, the aforementioned throughput is the effective throughput with message integrity protection. In this section, we further discuss the JATC scheme, which is formulated as a stochastic optimization problem to maximize the effective throughput.
A. JATC Configuration
As discussed in the preceding section, the effect throughput depends on some coupled configurations. First, the three types of transmissions have distinct throughput. Even for MTs and cooperative transmissions, the selection of relays has significant impact on throughput since each relay has its own PHY-layer parameters. A better SNR in the wireless channel results in a smaller outage probability and a higher outage capacity, as well as a better BER. The relay with the best BER for the cooperative link is preferred for improving the throughput. Again, the packet size, which is managed by segmentation techniques, also has impact on throughput efficiency. Larger packet size increases the amount of payload in that packet but also increases packet error rate and decreases p c in the throughput formulas.
In this sense, we should have a considerate design on the packet size as well.
In addition, the Merkle Tree size n, i.e., the number of signed data blocks in a Merkle Tree is the vital parameter for the authentication protocol. We focus on its impact on throughput in this study. The increase of n also increases the overhead of transmissions. The overhead has to be less than the packet size, or the payload will drop to zero according to (2) . Regarding the security respect, the increase of n improves the authentication strength of a packet due to the increased sizes of complementary branches required. However, it may decrease the transmission throughput. From the aforementioned discussion, the throughput is determined by a cross-layer configuration, which jointly considers topology control and authentication setting.
To integrate the relay selection and the choice of transmission manners, we use θ = (n, s packet , k) as a configuration for a link. Given node 0 and one of its neighbors j, θ j = (n j , s packet,j , k j ) is the configuration for this neighbor link, and k j denotes the selected relays, where
Case k j = 0 corresponds to DTs. Otherwise, k j is selected for the intermediate node for two-hop transmission if j ≤ |V N |, and k j−|V N | is selected as the relay node for CC if j > |V N |. The configuration of θ is actually a JATC setting, which combines the selections of the transmission manners and relays in notation k. When k is determined, it also determines the type of transmissions and the relays, i.e., the link is determined. Accordingly, we rewrite the throughput equations in the preceding section together in one equation as
It is expected to find out the optimal configuration θ * j for each neighbor link to maximize its throughput.
Interference also affects the network throughput from a network-wide perspective. Minimizing the interference is usually the objective of topology control [13] . According to the protocol interference model [35] , the interference of a link can be defined as the number of its influenced nodes during transmissions. Since all the neighbors of the transmitter and the receiver have to be silent during the transmission with omni-antenna, we specify the link interference as the union of neighbor set of nodes involved in the transmissions. Given any node u, let Cov(u) denote its neighbors in its radio coverage. The interference of link (u, v) is then Cov(u) ∪ Cov (v) . A decreasing of interference will result in higher network capacity. The interference for different types of transmissions is separately obtained as follows:
for DTs, and
for MTs and cooperative transmissions, respectively. We rewrite them in one equation as follows:
Under the protocol interference model, higher interference will result in lower throughput performance since the wireless channel is shared by neighboring nodes. Throughput η(θ j ) is decreased by its link interference. On the other hand, minimizing the interference solely is not sufficient for network throughput improvement [28] . To take the interference into account, the link throughput is rewritten as
Then, the optimal configuration for a link is obtained by
B. JATC Scheme
In general, distributed topology control schemes are desired to handle all the neighbor links, rather than a single link. As a result, we use another metric named aggregate throughput per node, which is also the network throughput capacity per node in [35] , as the objective of link configurations. Then, JATC is formulated as
The objective functions of both optimization problems of (23) and (24) require the knowledge of channel states (i.e., SNR). In practice, perfect knowledge of a dynamic channel is unavailable. We can only use the estimated version of the channel state [22] . In this sense, we only have the estimate of the objective function including some noise in practice. Therefore, the problems of (23) and (24) become discrete stochastic optimization problems.
MAC is usually designed to avoid concurrent transmissions in the vicinity of each other. The relay selection for each link can be individually and independently conducted since it is the MAC function to avoid interference among different adjacent links. This fact follows the protocol interference model in [35] . In this sense, we get
Then, the problem (24) can be divided into several independent subproblems (23) , which results in significant reduction of feasible solution space from |Θ j | |V N | to |Θ j | · |V N |, where |Θ j | = |{n j }| · |{s packet }| · |K j |. The computations to find the optimal configuration for topology control are consequently dramatically mitigated.
As described in the formulation (1) and in the topology control triple M, P, O , JATC should guarantee network connectivity. In fact, the e2e network connectivity is preserved via an HBH manner in (24) since it preserves all the neighbor links.
V. DISCRETE STOCHASTIC APPROXIMATION APPROACH FOR JOINT AUTHENTICATION AND TOPOLOGY CONTROL
JATC is of interest to determine the configuration of the topology that optimizes the expected aggregate throughput. Because the exact values of the objective function f (θ) are not analytically available due to the inclusion of some noise by the random variables (i.e., SNRs), its expected value under a given configuration has to be estimated via simulations, where the objective function f often takes the form
Intuitively, a brute-force approach can be used to solve the discrete stochastic problems (23) and (24) . For each possible link configuration θ j ∈ Θ j , the expected objective function is approximated by empirically averaging N estimates of its observations as N grows to infinity, i.e.,
With (27) , the global maximizer of the objective function is exhaustively searched by θ * j = arg maxf N (θ j ). Obviously, this heuristic approach requires a large number of objective evaluations and thus takes long optimization time and consumes a large amount of computation. The fact exists in that much optimization time is wasted in estimating the nonoptimal configuration points. In fact, what we are concerned is only the estimates of the optimal configuration.
A. Basic Algorithm for JATC
Since the brute-force approach is inefficient, we turn to other more efficient methods. Discrete stochastic optimization problems have been extensively analyzed, and discrete stochastic approximation approaches are developed to solve these problems [23] , [24] , [26] .
Let 
Step 3 (Update empirical state occupation probability)
with a decreasing step μ[i] = 1/i. Step 4 (Update estimate of optimal maximizer)
The visited state sequence {θ j [i]} is a Markov chain on Θ j since it is determined by the current sample and the previous state. It is not necessarily guaranteed to converge. However, the sequence {θ j [i]} will be proven to almost surely converge to the global maximizer θ * j in the next section. Accordingly, after sufficient iterations, {θ j [i]} is selected as the output of the algorithm. The tracking feature of Algorithm 1 to capture the dynamic topology changes will also be discussed in Section V-C.
B. Convergence Discussions
Although the discrete stochastic approximation approach is efficient, the convergence prerequisite needs to be proven when applying it to JATC. In this section, we will discuss the convergence property of JATC, as well as its convergence rate.
Theorem 1 (Global Convergence): JATC asymptotically converges to the global maximizer as the number of iterations goes to infinity.
Proof: Suppose that s, t, w ∈ Θ j and
s→t > 0} denotes the probability that the state of JATC moves from s to t. Let E{f (i, s)} = μ s and
t . According to [36] , if the following conditions are satisfied, the algorithm suffices to converge, i.e.,
As (30) is satisfied. The same spirit can be applied to condition (31) .
Commonly, we can have independent observations of the objective function value at a given point θ j . In this sense, the estimate of (27) is unbiased. The algorithm always outputs the most visited stateθ j . This state also has a maximial evaluated value since only the larger estimated objective is accepted in Step 2. For unbiased estimates, we haveθ j = arg max f (θ j )/W [θ j ], which converges to the optimum θ * j .
The assumption of independent estimates of objective values facilitates the rigorous proof of convergence and efficiency of the algorithm. However, this assumption can be relaxed to use correlated observations of the objective function [24] .
Conditions (30) and (31) make {θ j [i]} a homogeneous irreducible and aperiodic Markov chain. Given any s, t ∈ Θ j , let P = {p s,t } be the transition probability matrix, where
for s = t, and
Let s = θ * j , we obtain p t,s > p s,t from (30) . It means that the iterative states prefer going the optimal maximizer rather than moving out of the maximizer. Again, let w =θ j = θ * j and t = θ * j ; condition (31) obtains p w,s > p w,t , which means that, if the current state does not stand in the optimal state, it will probably be attracted to that state rather than the nonoptimal states. In this sense, the optimal point θ * j will be visited more times than the other points on the probability. Consequently, the algorithm also converges from this point of view.
Regarding the convergence rate, we are interested in finding out at what speed the estimated objective value at the optimal solution converges to the optimal objective value.
Theorem 2 (Rate of Convergence): The convergence rate of JATC is i −1/2 , i.e., the variance of the estimated objective function asymptotically converges to a constant at a rate of i −1/2 iteratively.
Proof: Let N (μ, σ 2 ) denote the normal distribution with mean μ and variance σ 2 . In the communications system, it usually satisfies −∞ < f(θ) < ∞ and −∞ < σ 2 (θ) < ∞. According to Theorem 4.1 and Remark 4.5 in [23] , if Θ j is finite, we have
is a constant, and symbol ⇒ denotes weak convergence. Thus, the estimated objective function
for unbiased estimates. From the law of large numbers,θ j almost surely converges to θ * j , which also confirms Theory 1. The asymptotic variance constant in Z(θ j ) indicates that the algorithm converges at a rate with respect to iteration times i, i.e., i −1/2 . The superlinear convergence rate makes the algorithm approach the optimal point in a short time.
C. Adaptive Reconfiguration for Dynamic Topology
The step size μ in (29) is the parameter that controls the speed of convergence, the stable state, and the tracking behavior of Algorithm 1. The algorithm with a small μ opts to stay in one state, so that it ensures low misadjustments of optimal state in stationary networks. However, it will result in slow convergence and may not track the dynamic changing topologies in MANETs. On the other hand, although a large μ makes fast convergence and good tracking capability, it may not track the optimal state due to the high misadjustments. Take an extreme case for an instant. When μ = 1, the previous states are totally forgotten in the algorithm, and no statistical knowledge of the environment is available.
Apparently, the decreasing step size in Algorithm 1 is not suitable for dynamic MANETs. The algorithm is expected to converge fast and has an output state close to the optimal point in the mean-squared error. Many approaches are available to design the adaptive step-size sequence [37] . We employ a gradient descent least-mean-square-like algorithm to reduce the squared estimation error in each iteration.
The error is defined as
The step size is updated using a gradient-based procedure, i.e.,
where the error cost function φ( [i]) is usually the squared estimation error, i.e., φ(
Differentiating (29) with respect to μ, we obtain
Algorithm 2 Adaptive step-size algorithm for JATC (JATC-ASS). Substitute
Step 3 of Algorithm 1 by Step 3' (Update empirical state occupation probability)
Algorithm 2 consists of two cross-coupled adaptive algorithms: a discrete algorithm to select the optimal link configurations and a continuous algorithm to adapt the step size. Our results later will show that it tracks the dynamic changes well.
VI. SIMULATION RESULTS AND DISCUSSIONS
In the simulations, we set up a scenario with 30 nodes randomly deployed in an area of 800 × 800 m 2 , as shown in Fig. 3 . The maximum transmission range of a mobile node is 300 m, and the wireless channel follows a slow flat-fading Raleigh distribution, which can be estimated by the training preamble in practice. A 20-B hash is used for the authentication protocol. The following packet sizes are considered, i.e., s packet = {128, 256, 512, 1024} B. The resultant topology is plotted in Fig. 4 . As shown in the resultant topology, some links are working in cooperative transmission manner (in dash lines), other than DTs and MTs (both in solid lines). Examples of cooperative transmissions and MTs are also shown in the figure. We consider the performance of JATC, which configures the size of the Merkle Tree, packet size, appropriate single-relay node, and the selection of the transmission mode, maximizing the system aggregate throughput using (24) as the objective function.
The intrinsic possibility of JATC exists in that the effective throughput discussed in Section III has a convex relationship with the configuration θ. A study is carried out to verify the effective throughput model of JATC. It is shown in Fig. 5 that the effective throughput changes with the number of the signed packets per S1/A1 exchange and the packet sizes. The throughput increases as the packet size increases. The reason is that the proportion of authentication information carried in a packet is decreased due to the increase in the packet size, whereas the amount of authentication information depends on the size of the Merkle Tree, i.e., n. Note that the augmentation in throughput gradually shrinks as the increase in the packet size. We cannot use an arbitrarily large packet size since a large packet may experience packet error or packet loss. Normally, there should be a tradeoff between packet size and packet error rate (PER). With an appropriate transmission mode (e.g., CCs), Fig. 5 shows that the overhead of the authentication protocol has more impact on throughput performance than PER. Again, a packet with a large size consumes more time in the transmission, and it will probably interfere with other transmissions, thus contrarily reducing the throughput. This kind of interference has been considered in JATC when constructing network topology. It is also clearly shown that there exists an optimal n value to maximize the throughput. The result in Fig. 5 necessitates the joint consideration in a link configuration θ = (n, s packet , k).
A major component in the link configuration is the relay node selection, which takes the interference into account, whereas the interference affects the feasible link throughput in practice. Another simulation is conducted to study the performance of JATC for a link configuration. The initial link configuration for JATC is randomly selected. Fig. 6 shows the result of a single run of JATC, and Fig. 7 shows the average of 200 runs. They demonstrate the tracking feature and the convergence of JATC when the channel state cannot be known in advance. For comparison, the maximum, median, and worst throughput, which are computed according to the known channel state, are shown in the same figure. As shown in Fig. 6 , JATC captures the optimum in a short time (around 30 iteration steps) due to the adoption of the discrete stochastic approximation approach. In this sense, it gives JATC a significant property of online computing. The convergence property and the convergence rate of the algorithm are also confirmed in Fig. 7 to support the mathematical proofs of Theorem 1 and Theorem 2.
The ultimate objective of JATC is to optimize the joint authentication and topology configuration to maximize the pernode aggregate throughput capacity, i.e., the sum of all the throughput of links associated with the node. Fig. 8 shows that the aggregate throughput in each iteration iteratively approaches the global optimum. The average result of 200 runs in Fig. 9 indicates that the algorithm asymptotically converges to the global optimum after sufficient iteration times. These simulation results make it sense to apply the discrete stochastic approximation approach to JATC. Comparing Figs. 7 and 9 , we find that the algorithm has almost the same convergence rate for the link configuration and the topology configuration. This result is attributed to the decomposition of (24) into several (23) . We also compare JATC with the LLISE topology control scheme [13] . Similar to JATC, LLISE is executed for each link in a distributed way. It computes the minimum interference path for each link and preserves all the edges on that path in the resulting topology. LLISE can improve network capacity if the interference is minimized. Evidently, JATC has an advantage over LLISE in achieving the aggregate throughput. This is because only the MT mode without relay assistant is considered in LLISE. Each transmission mode discussed in Section III has its own advantage, which depends on the channel states of links among the source, relay, and destination. JATC adaptively chooses the best transmission mode according to the estimated channel states and tunes the configuration of the authentication protocol (i.e., the packet size and the Merkle Tree size) to reach a higher throughput. Note that the throughput with LLISE is fixed once the relay nodes are selected since it assumes a known channel state.
We also investigate the aggregate throughput and the setting of Merkle Tree size in the authentication protocol with different numbers of nodes in the network, which stand for the network throughput and security intensity, respectively. The result in Fig. 10 shows the aggregate throughput is increased in the dense network. This is attributed to the fact that there exist more opportunities for CCs in a dense network. Meanwhile, the size of Merkle Tree is adjusted according to the network environment and the available resources to achieve higher throughput.
A beneficial merit of JATC is that it can track the dynamic topology where nodes are moving. To investigate the dynamic tracking ability of JATC, we set nodes to move under a randomwalk-based mobility model, where nodes uniformly move at a direction in [0, 360] degree and a speed in [2, 100] m/s. The mobile node moves to its destination by randomly choosing a speed and a direction. New velocity is randomly generated on arriving the destination. If the node reaches the simulation topology boundary, it bounces off with an opposite direction. It is shown in Fig. 11 that, although the position changes of nodes lead to a degradation of aggregate throughput, JATC with an adaptive step size can reconfigure the joint authentication and topology configuration to track the changes within a short delay. In a mobile environment, constant reconfigurations are desired since the states of the channel and interference will dramatically change from time to time. The dynamic tracking feature of JATC is in accordance with the self-configuration of MANETs.
VII. CONCLUSION AND FUTURE WORK
Since security and throughput are two major concerns of MANETs, we have considered them together in this paper for CC-MANETs. With the analysis under an authentication protocol, we have developed a JATC scheme, which tunes the parameters of up-layer authentication protocol and PHY-layer transmission settings to increase resource utilization and throughput capacity of the network. In addition, a discrete stochastic approximation approach has been employed in JATC to deal with the imperfect channel knowledge and the dynamically changing topology. Simulation results have been presented to show that JATC works well in MANETs.
